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1 CSCA Material

1.1 CSCA certificates

The intial exchange of a CSCA certificate should be accomplished in a secure fashion. Contact
the Danish National Police for information on this (see section 3.1 for contact information).

When the CSCA is renewed, the new certificate and link certificates are published in LDAP in
the CA DN node as cACertificate attributes. The CSCA certificates will also be published on
the official website of the Danish National Police https://politi.dk

Access information for the LDAP directory is listed in the following table:

Environment LDAP host CA DN

Test test.ldap.epassport.certifikat.dk  cn=Country Signing Test
CA,o=Kingdom of Denmark, c=DK

Production Idap.epassport.certifikat.dk cn=Country Signing CA,o=King-
dom of Denmark,c=DK

Note that the LDAP directories are not publicly available.
1.2 Certificate revocation lists

The CRL is available using LDAP in the certificateRevocationList attribute of the CA DN node.
Refer to section 1.1 for LDAP access information.

2 Private key compromise

2.1 Document Signer certificate

If it is suspected that a private key of a Document Signer certificate has been compromised,
contact the Danish ePassport support immediately (see section 3.2 for details).

2.2 IS Client certificate

If it is suspected that a private key of an IS has been compromised, contact the Danish
ePassport support immediately (see section 3.2 for details).

3 Contact information

3.1 Danish National Police

Contact e-mail address: politi@politi.dk
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Danish National Police
Polititorvet 14
1780 Copenhagen V

Denmark

Phone number: +45 33 14 88 88

3.2 Danish ePassport support

The company Netic handles technical support on behalf of the Danish National Police.

Contact e-mail address: epassport@support.netic.dk

To ensure efficient communication, please provide the following information:
e Include the term “ePassport” in the subject

e Include your contact information in the e-mail including phone number
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